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DETAILED ACTION 

1. Claims 1-134 are pending. 

Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

2. Claims 1-52 and 96-1 19 rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. The claims are directed to a 
method of performing numerical computations wherein the acts of the process consist 
only of manipulating numbers. In chapter 2106 of the MPEP, item IV, section B, item 
number 1, Nonstatutory Subject Matter, it states, "If the 'acts' of a claimed process 
manipulate only numbers, abstract concepts or ideas, or signals representing any of the 
foregoing, the acts are not being applied to appropriate subject matter... Thus, a process 
consisting solely of mathematical operations, i.e., converting one set of numbers into 
another set of numbers, does not manipulate appropriate subject matter and thus 
cannot constitute a statutory process." 

3. Claims 56 and 57 rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The claims are directed to manipulating 
signals. See above citation from MPEP 2106. 



Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 
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The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claims 4, 10, 11, 13, 14, 20-28, 40-44, 46, 47, 74, 75, 83, 84, 88, 102-105, 108, 

109, 114-117 and 120-134 rejected under 35 U.S.C. 112, second paragraph, as being 

indefinite for failing to particularly point out and distinctly claim the subject matter which 

applicant regards as the invention. 

As per claims 3, 4, 44: 

The term "involve" in claims 3, 4 and 44 renders the claim indefinite. The term 
"involve" is not defined by the claim, the specification does not provide a standard for 
ascertaining the requisite degree of "involvement", and one of ordinary skill in the art 
would not be reasonably apprised of the scope of the invention. In addition, there is a 
lack of antecedent basis in claim 4 when referring to the step of performing 
computations. It depends from claim 3 which does not contain a step of performing 
computations and again the word involves is vague and indefinite. Finally, in claim 3, 
the computations have the decimal separators in different positions for the two different 
numbers, in claim 4 it states that they are in selected positions. It is unclear whether or 
not the different places from claim 3 are the selected positions, if they are not then claim 
4 is illogical, further clarification is needed. Claims 3 and 4 are not rejected over prior 
art. 

As per claims 10, 11, 13 and 14: 

Claims 10, 11, 13 and 14 recite the limitation "mathematical system" in line 1. 
There is insufficient antecedent basis for this limitation in the claims. Claim 10 depends 
from claim 7 which includes the added limitation, "at least one of: a differential equation, 
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a discrete mapping", claim 10 skips the limitations of claim 7 and essentially depends 
from claim 1 if the mathematical system is truly what the added limitation is to be 
applied to and therefore there is a lack of antecedent basis with regards to claim 7. The 
same applies to claims 13 and 14. 

As per claims 20-28, 40-43, 46, 47 and 102 - 105: 

It is unclear what the scope of these claims are based on their current condition. 
Therefore, they cannot be examined on the merits for a prior art search since the scope . 
is not clear, correction is required to clarify what the scope of the claims is. 

As per claims 74, 75 and 120-134: 

These claims lack antecedent basis since they depend from withdrawn claim 69, 
therefore they cannot be examined on the merits since the scope of the claims cannot 
be determined. 

As per claim 86: 

Claim 86 recites the abbreviation "i.e." which make the claim vague and 
indefinite. Clarification is requested as to whether what follows i.e. is meant to be an 
example of the claim or a part of the claim itself. 

As per claim 88: 

Claim 88 recites the limitation "the steps of claim 87" in line 2. There is 
insufficient antecedent basis for this limitation in the claim. It is unclear whether or not 
claim 87 is meant to include the claims it depends from. 

As per claims 114-117: 
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The term "sufficiently" in claim 1 14 is a relative term which renders the claim 
indefinite. The term "sufficiently" is not defined by the claim, the specification does not 
provide a standard for ascertaining the requisite degree, and one of ordinary skill in the 
art would not be reasonably apprised of the scope of the invention. Clarification is 
requested. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

5. Claims 1, 6, 29-34, 97, 98 and 119 rejected under 35 U.S.C. 102(e) as being 
anticipated by Crandall, U.S. Patent No. 6,587,563. 

As per claims 1 and 6, Crandall discloses a method wherein a mathematical 

system comprises: 

A chaotic system expressed in discrete terms, the chaotic system utilizing fixed 
point numbers (7:39-47), obtaining from the chaotic system interim solutions used in 
future iterations of the system and extracting a set of data that represents a subset of 
digits of the resulting number (fig. 2A, 4:48-5:23). Wherein the resulting number could 
be expressed as either an integer, floating point or fixed point number (7:39-47). 

As per claims 29-34 and 98: 
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Crandall discloses a method wherein a mathematical system includes a key 
being used to determine initial conditions of the chaotic system where the key can be a 
public or private key (2:20-24, 4:49-5:5). 

As per claims 44 and 45: 

Crandall discloses a method wherein data represents an operation on a block of 
plaintext in a block-cipher encryption and decryption system (9:66-10:10). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 15, 16,110 and 111 rejected under 35 U.S.C. 103(a) as being 

unpatentable over Crandall (U.S. 6,587,563) as applied to claims 1 and 97 above and 

further in view of Bernstein et al. (Bernstein), U.S. Patent No. 5,007,087. 

As per claims 15, 16, 110 and 111: 

Crandall fails to disclose computing at least one Lyapunov exponent during the 
course of computations, however, Lyapunov exponents were well known in the art at 
the time of applicant's invention as exemplified by Bernstein in a similar field of 
endeavor. Lyapunov exponents needed to be calculated to confirm an equation was 
chaotic by being positive (5:15-33). 
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7. Claims 2, 5, 7, 8, 9, 10, 11, 12, 13, 14, 17, 99-102, 106-109, 112 rejected under 
35 U.S.C. 103(a) as being unpatentable over Crandall (U.S. 6,587,563) as applied to 
claims 1 and 97 above and further in view of Fleming-Dahl (Fleming), U.S. Patent No. 
6,744,893. 

As per claims 2, 5, 7-14, 17, 99-102, 106-109 and 112: 

Fleming substantially teaches a set of data resulting from a chaotic system being 
used as a pseudo-random number (1:17-35), at least one non-linear function governing 
a state variable (2:6-23), a set of non-linear ordinary differential equations which govern 
a state variable as a function of an independent variable (9:50-67), a set of non-linear 
mapping functions wherein the map comprises a Henon map (1 1:50-58). 

It would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to combine the cryptographic techniques of Crandall with the 
communication system of Fleming since Crandall's cryptographic method would make 
the communication system more secure (Crandall, 1:10-14). 

8. Claims 18, 19, 35-37, 39, 48, 49 and 113 rejected under 35 U.S.C. 103(a) as 
being unpatentable over Crandall (U.S. 6,587,563) as applied to claims 1 and 97above 
and Crandall in view of Fleming (U.S. 6,744,893) as applied to claim 14 above and 
further in view of Carroll et al. (Carroll), Cryptologia. 

As per claims 18,19 and 113: 

Carroll substantially teaches utilizing a Lorenz system as a set of differential 
equations (pg. 54, background). 
As per claims 35 -37, 39: 
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Carroll substantially teaches extracting a plurality of pseudo random numbers 
resulting from the computation of the Lorenz system (pg. 60, 2 nd paragraph). It was well 
known in the art at the time of applicant's invention to extract a number derived from the 
k least significant bits of a resulting number as demonstrated by Luyster (U.S. 
6,182,216). Luyster extracts f bits from the least significant bits (8:57-64) in a similar 
endeavor. 

As per claims 48 and 49: 

Carroll substantially teaches pseudo random numbers extracted from pseudo 
random generators, used as or for generating keys (pg. 52, Introduction). 

It would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to combine the pseudo random number generator disclosed by 
Carroll with the cryptographic method of Crandall because the sequences would 
produce a much stronger encryption algorithm with the use of long numbers having 
random characteristics since it would reduce the probability of the encryption scheme 
being broken by a cryptanalyst (Carroll, pg. 52, abstract). 

9. Claim 50 rejected under 35 U.S.C. 103(a) as being unpatentable over Crandall 
(U.S. 6,587,563) as applied to claim 1 above and further in view of Hardy et al. (Hardy), 
U.S. Patent No. 6,079,018. 

Hardy substantially teaches the use of pseudo random numbers generated to be 
used as digital signatures (8:4-7). 

It would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to combine the invention of Crandall which generates pseudo 
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random numbers every iteration of the chaotic system as digital signatures because the 
chaotic system will produce highly unguessable and distinct pseudo random numbers 
(7:48-57). 

10. Claim 51 rejected under 35 U.S.C. 103(a) as being unpatentable over Crandall 
(U.S. 6,587,563) as applied to claim 1 above and further in view of Moskowitz et al. 
(Moskowitz), U.S. Patent No. 5,889,868. 

Moskowitz substantially teaches the use of pseudo random numbers used to 
generate watermarking key bits, which are used to watermark digital data, generated by 
a non-linear, chaotic, generator (3:39-45). 

It would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to utilize the pseudo random numbers generated by the chaotic 
system of Crandall as watermark bits to be applied to a watermark since Moskowitz 
utilizes a chaotic system to generate the bits. 

11. Claims 77-80, 86, 87, 96 and 114 -116 rejected under 35 U.S.C. 103(a) as being 
unpatentable over Fleming (U.S. 6,744,893) in view of Crandall (U.S. 6,587,563). 

As per claims 77, 86, 96 and 1 14 -116: 

Fleming substantially teaches generating a pseudo-random number by use of a 
chaotic system and obtaining from performing computations on the chaotic system part 
of a solution to the system and extracting a pseudo random number derived from a 
result of the system (1 : 17-35, 2:6-24). Fleming also shows a range for a value and if 
the value does not fall into the range then one is assigned (40:60-67). Fleming fails to 
teach defining an encryption key representing initial conditions for the system and 
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expressing at least one variable as a fixed point number and manipulating the original 
data and pseudo random number by logical operation. However, Crandall discloses 
utilizing a key as initial conditions for the system (2:20-24, 4:49-57), expressing a 
variable as a fixed point number (7:39-47) and manipulating the data and pseudo 
random number by logical operation in order to encrypt and decrypt subsets of the data 
(9:66-10:65). 

As per claim 78: 

Fleming and Crandall substantially teach claim 77 as disclosed above, in 
addition, Crandall further discloses splitting the data and the key to obtain a subset of 
the original data (10:26-37). 

As per claims 79 and 80, Fleming and Crandall substantially teach claim 77 as 
disclosed above, further, claims 36 and 37 disclose similar limitations. 

It would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to combine the cryptographic techniques of Crandall with the 
communication system of Fleming since Crandall's cryptographic method would make 
the communication system more secure (Crandall, 1:10-14). 
12. Claims 81, 82 and 85 rejected under 35 U.S.C. 103(a) as being unpatentable 
over Fleming (U.S. 6,744,893) in view of Crandall (U.S. 6,587,563) and further in view 
of Rosenthal, U.S. Patent No. 5,359,659. 

As per claims 81 , 82 and 85: 

Fleming and Crandall substantially teach claim 77 as disclosed above, Rosenthal 
further teaches producing multiple pseudo-random numbers and storing them as keys 
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and once a key has been exhausted, clearing out the memory to start over again (6:38- 
68). 

It would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to employ utilizing multiple keys as in Rosenthal, for each message 
transmission in order to further guard against hackers (Rosenthal, 6:49-52). 
13. Claims 83 and 84 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Fleming (U.S. 6,744,893) in view of Crandall (U.S. 6,587,563) and further in view of 
Rosenthal (5,359,659) as applied to claim 82 above and further in view of Crouch et al. 
(Crouch), U.S. Patent No. 5,383,143. 

As per claims 83 and 84: 

Fleming, Crandall and Rosenthal substantially teach claim 82 as disclosed 
above, Crouch further teaches a method comprising: 

Storing selected solutions in a linear feedback shift register that is adapted to 
store a finite number of solutions, 

Determining if there are any duplicate solutions produced, 

If a duplicate is found then a spare pseudo random number is used as the new 

seed, 

The rest of the random numbers in the shift register are saved for future use and 
The generation of pseudo random numbers continues (5:7-44). 
It would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to combine the reseeding LFSR circuit of Crouch with the 
cryptographic combination made up by Crandall, Rosenthal and Fleming because it 
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would increase the efficiency of the pseudo random number generator in a reduced 
surface area (Crouch, 4:33-40) 

14. Claims 89 - 91 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Fleming (U.S. 6,744,893) in view of Crandall (U.S. 6,587,563) and further in view of 
Hardy et al. (Hardy), U.S. Patent No. 5,195,136. 

Claims 89 - 91 are similar to claim 77, further, running an encryption system in an 
encryption and decryption mode was well known in the art at the time of the invention as 
exemplified by Hardy, 1:14-29. 

15. Claim 117 rejected under 35 U.S.C. 103(a) as being unpatentable over Fleming 
(U.S. 6,744,893) in view of Crandall (U.S. 6,587,563) as applied to claim 114 above and 
further in view of Bernstein (5,007,087). 

Fleming and Crandall fail to disclose computing at least one Lyapunov exponent 
during the course of computations, however, Lyapunov exponents were well known in 
the art at the time of applicant's invention as exemplified by Bernstein in a similar field of 
endeavor. Lyapunov exponents needed to be calculated to confirm an equation was 
chaotic by being positive (5:15-33). 

Allowable Subject Matter 

16. Claim 118 allowed. 

17. Claims 103-105 objected to as being dependent upon a rejected base claim, but 
would be allowable if rewritten in independent form including all of the limitations of the 
base claim and any intervening claims. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kristin Derwich whose telephone number is 571-272- 
7958. The examiner can normally be reached on Monday - Friday, 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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